AJIMAHUCTPALINS AJIJEKCAHIPOBCKOI'O PAVIOHA

TOMCKOM OBJIACTU
INOCTAHOBJIEHUE
30.12.2015 Ne 1352
. AJIeKCaHIPOBCKOE
006 YTBEPKJICHUU Kounemnmnuu
UH(POPMALIMOHHOM 0e30macHOCTH
WH(OPMAIMOHHBIX CUCTEM TEPCOHAIBHBIX
JTAHHBIX.

B mensix opraHu3anuy 3amuThl IpaB ¥ CBOOOJ YEIOBEKa U Tpa)KJIaHWHA MPH 00paboTKe
€ro NePCOHAIBHBIX JAHHBIX B COOTBETCTBUM ¢ DenepanbHbIM 3aKOHOM OT 27.07.2006 Ne 152-
@3 «O nepcoHANbHBIX JAHHBIX»,

I[TOCTAHOBJIAIO:

1. VYTBepmutes mnpunaraemyro Konnenmuio — wHPOpMAIMOHHON  Oe30macHOCTH
MH(OPMALIMOHHBIX CHCTEM IE€PCOHANbHBIX JAHHBIX AJMUHUCTPALUU AJIEKCAaHAPOBCKOTO
paiioHa.

2. Pa3mecTuTh HacCTOsIIEE MOCTAHOBICHHE HA O(PUIIMATHPHOM CalTe MYHHUITUIIAIHLHOTO
00pa3oBaHus «AJIEKCAaHAPOBCKHUH paiiloH».

3. KoHTponap 3a UCHONHEHHMEM HACTOSLIETO IOCTAHOBJIEHUS BO3JOXKWTH Ha
YIPaBJISAIONIETO JeslaMi AIMUHHUCTpaluu AnleKcaHIpoBcKoro paiiona Kaygman M.B.

['maBa AnekcaHapoBCKOTo pailoHa N.C. Kpbinos

XapueBHukoB A.IL



[Ipunoxxenue
K MIOCTAaHOBJICHUIO AJIMUHUCTpAIUH paiioHa
oT 30.12.2015 Ne 1352

Konnemnius
nH(pOpMaIMOHHOM 0€30MacHOCTH HH(POPMAITMOHHBIX CHUCTEM MTEPCOHAIBHBIX JTAHHBIX
AnMuHHUCTpau AJIEKCAaHAPOBCKOTO pailoHa

TepMI/IHbI " UX OIIPCACIICHUSA

B HacTosiimeM 10KyMEHTE HCIIONB3YIOTCS CIIEeAYIONNEe TEPMUHBI U UX OIPEIeIICHUS.

ABtomaru3upoBaHHas cucrema (AC) - cuctema, CocTosIas U3 MepCoHala U KOMIUIEKCca
CPEACTB aBTOMATU3ALIMU €ro JESTEIbHOCTH, pealu3yromas HHHOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHHS YCTAHOBJICHHBIX (DYHKIIHIA.

be3onacHOCTh MEpCOHANBHBIX JAHHBIX - COCTOSIHME 3alIUIIEHHOCTH MEPCOHAIBHBIX
NMaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTHIO TMOJb30BaTeNiel, TEXHUYECKUX CPEICTB U
UH(POPMALIMOHHBIX TEXHOJOTHH 00ecneuyuTh KOH(UACHIUAIBHOCTh, LEJIOCTHOCTh U
JOCTYIHOCTh TEPCOHANBHBIX JaHHBIX MpH MX 00paboTke B MHQOPMAIIMOHHBIX CHUCTEMax
MEPCOHAIBHBIX JTaHHBIX.

brnokupoBaHue  mepCOHANBHBIX  JIaHHBIX -  BPEMEHHOE  IpekpalieHue  coopa,
CUCTeMAaTH3aIlNH, HAKOIUICHUS, UCIOJIb30BAHUS, PACIPOCTPAHEHUS, IEPCOHANBHBIX JTaHHBIX,
B TOM YHCJIE UX MepeiayH.

Bupyc (KOMIBIOTEpHBIM, NPOrpaMMHBIN) - HCHOIHAEMBIH IPOrpaMMHBIA KOJ WIH
WHTEPIPETHPYEMBI HA0Op MHCTPYKIIMK, 00J1aar0Nuii CBOMCTBAMU HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHHs U CAMOBOCIIPOU3BEICHHUS.

Bpenonocnas mnporpamma - mnporpamMma, MpeAHa3HAY€HHas JJs  OCYIIECTBIICHUS
HECAHKIMOHUPOBAHHOTO JOCTyNMa W (WJU) BO3JEHCTBUS Ha IEPCOHAJbHBIC JTaHHBIC WU
pecypcbl THGOPMAITMOHHON CHCTEMBI IEPCOHATBHBIX JTaHHBIX.

Bcnomoratenbabie Texuuueckue cpeactsa u cucremsl (BTCC) - Texnudeckue cpeacTsa u
CUCTEMbI, HE IMpelHa3HaueHHbIe I Mepenaud, oOpabOTKU W XpaHEHHs] MEePCOHAIbHBIX
JAHHBIX, YCTAHABIMBAEMBbIE COBMECTHO C TEXHMYECKUMHU CPEACTBAMH U CHUCTEMaMH,
npeIHa3HauYeHHBIMU JIJIs1 00pabOTKY MEePCOHANBHBIX JTAHHBIX WM B MOMEHICHUSX, B KOTOPBIX
YCTaHOBJICHBI HH(POPMAITMOHHBIE CHCTEMBI IIEPCOHATILHBIX TaHHBIX.

Joctym B  omepalMOHHYIO cpely KommbioTepa (MH(POPMAIMOHHON  CHCTEMBI
MEPCOHANBHBIX JaHHBIX) - TOJYYEHHE BO3MOXHOCTH 3allyCKa Ha BBIMIOJIHEHUE IITATHBIX
KOMaHJ, (YHKIUH, MpOLEayp OINEpallMOHHON CUCTEMBbl (YHUUTOXEHHS, KOIMUPOBAHUS,
MEPEeMEIICHUS | T.11.), UCTIOTHSAEMBIX (aiJIOB IPUKIIATHBIX TPOTPaAMM.

Joctyn kK uHPpOpMAIIH - BO3MOKHOCTh MOJTY4eHHs] HHPOPMAIH U €€ UCTI0Ib30BaHUSI.

3aKkaIouHOe  YCTPOMCTBO - 3JEMEHT CpeACTBa CcheMa HWHQPOPMALUHU, CKPBHITHO
BHEZIPSIEMBIH (3aKJIa/IpIBAE€MbIH HJIM BHOCHMBIN) B MECTa BO3MOXKHOTO CheMa HWH(popManuu (B
TOM 4YHCIIE B OrpaXJIeHHE, KOHCTPYKIHIO, 000OpylOBaHME, MpPEIMEThl HWHTEphepa,
TPAHCIIOPTHBIE CPEICTBA, a TaKXKe B TEXHUYECKHUE CpEACTBA U CHCTEMBbl 00paboTKU
uHpOpMAaLIUN).

amumaemas uHbopMaIus - HHGOpPMAIUs, SBISFOIIASACS MPEIMETOM COOCTBEHHOCTH H
noJyIeXxaniasi 3aluTe B COOTBETCTBUM C TPEOOBAaHMSIMU TIPABOBBIX JOKYMEHTOB WIIH
TpeOOBaHUSIMH, YCTAHABIMBAEMBIMU COOCTBEHHUKOM WH(OpMaIuy.

Wnentudukamus - npucBoeHHe CyObeKTaM M O00bEeKTaM JoCTyna HIeHTH(]UKaTopa U
(W)  CpaBHEHHE TMPEIBABISAEMOro HACHTH(PUKATOpAa C TEepPEeYHEM IPHUCBOCHHBIX
UACHTU(HUKATOPOB.

WNubopMaTUBHBII CUTHAM - AJIEKTPUYECKUE CUTHAJbI, aKyCTHYECKUE, JIEKTPOMAarHuTHbIE
U gapyrue ¢uU3MYECKWe TOJNsA, 10 TMapaMerpaM KOTOPBIX MOXET OBITh pacKpbITa



KoH(puAeHIManbHass  uHpopManus  (TepcoHANbHBIE  JlaHHbIe) oOpabarbiBacMas B
MH(OPMALIMOHHON CUCTEME MEePCOHANBHBIX JTAHHBIX.

Nndpopmanmonnas cucrema nepcoHanbHblXx AaHHbIX (MCIIH) - wuHbOpMannoHHAs
CUCTeMa, Mpe/ICTaBIAIoNnas co00i COBOKYMHOCTh MEPCOHAIBHBIX JAaHHBIX, COACPKAIINUXCS B
0a3e JaHHBIX, a Takke WHPOPMAIMOHHBIX TEXHOJIOTHMH U TEXHUYECKUX CPEJNCTB,
MO3BOJIAIOIINX OCYIIECTBISATH 00pabOTKY TaKUX MEPCOHATBHBIX JAHHBIX C UCHOJIb30BaHUEM
CPEACTB aBTOMATH3AIMH WIH 0€3 HCIIOIB30BaHHs TAKUX CPEJCTB.

NudopmaninoHHble TEXHOJOTHH - TPOLIECChl, METOAbl IOHCKa, cOopa, XpaHEeHHS,
00paboTKH, MPEeIOCTABICHHUS, PACIPOCTPAaHEHUSI WH(OPMALUA U CIIOCOOBI OCYIIECTBICHUS
TaKHUX MPOIECCOB U METOJIOB.

Hcnonb3oBaHne MEPCOHANBHBIX JIaHHBIX - JEHUCTBUS (Omepanuu) C TEePCOHATBHBIMH
JTaHHBIMHU, COBEpIIAeMblE€ OMEPATOPOM B LENSIX MPUHATHUS PEIICHUN WM COBEPIIECHUS WHBIX
JNEUCTBUH, TMOPOXKIAIONUX IOPUANYECKHE TIOCIEACTBHS B  OTHOUICHHH CyOBEKTa
NEPCOHANBHBIX JAHHBIX WIM APYTUX JUI[ JUOO MHBIM 00pa3oM 3aTparuBaloOUIMX IpaBa U
cBO0OOIBI CyOBhEKTa MEPCOHANBHBIX JAHHBIX WM JPYTHUX JIHII.

Hcrounnk yrpo3bl 0€301acHOCTH HMH(POPMAIMM - CYOBEKT JOCTYIa, MaTepualbHBIN
00BeKT win (QU3UYECKOe SIBJIICHUE, SIBISIONIMECS TMPUYUHON BO3HUKHOBEHUS YTIPO3bI
0e30macHOCTH HH(POPMAITHH.

Kontpomupyemast 3ona (K3)- mpoctpaHcTBO (TeppuTopHus, 34aHHE, 4YacTb 3HaHMS,
MOMEIIEHUE), B KOTOPOM HCKJIIOUEHO HEKOHTPOJIUpPYeMoe NMpedbIBaHnEe MOCTOPOHHUX JIHII, a
TaK)Ke TPAHCMOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPHATLHBIX CPEJICTB.

KoHpuaeHIMaIbHOCTh TEPCOHANBHBIX JIAHHBIX - 00s3aTebHOE I COOJIIOICHHS
OTIepaTOPOM WIJIM WHBIM MOJYYHBIIUM JIOCTYI K MEPCOHAIBHBIM JaHHBIM JIUIIOM TpeOoBaHUE
HE JIOMYCKaTh UX paclpocTpaHeHHe 0e3 coriacusi CyObeKkTa MepCOHATbHBIX NAHHBIX WU
HAJIMYUSl THOTO 3aKOHHOTO OCHOBAHMUSI.

MexceteBoit skpan (MD) - nmokanmbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAIBHO-
pacrpesielieHHOE  MporpaMMHOe  (IIPOrpaMMHO-aNIapaTHOE)  CPeACTBO  (KOMILIEKC),
peanusyloniee KOHTPOJIb 3a HMH(popmanuei, mocrynaronei B MHPOPMAIMOHHYIO CHUCTEMY
MIEPCOHANTBHBIX JaHHBIX U (WJIH) BBIXOASIIEH 13 MHPOPMAITMOHHON CHCTEMBI.

Hapymmrens 6€30mMacHOCTH MEPCOHATIBHBIX AAHHBIX - (DU3MUECKOE JIMIIO, CIy4alHO WU
MpeIHAMEPEHHO COBEpIIAIoIIee JCHCTBUS, CIEACTBHEM KOTOPBIX SBISIETCS HApyIICHUE
0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX NMPU HUX OOpabOTKE TEXHHUYECKUMHU CpEACTBAMH B
WH(OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX TAHHBIX.

HeaBroMatusupoBaHHasi 00pabOTKa MEPCOHAIBHBIX TaHHBIX - 00pabOTKa MEePCOHATBHBIX
TaHHBIX, COJAEPKAIMUXCS B HWH(MOOPMAIMOHHOW CHCTEME MEPCOHANBHBIX JaHHBIX JHOO
U3BJICYCHHBIX M3 TaKOH CHCTEMBbI, CUNTAETCS] OCYIIECTBICHHOW 0€3 HCIOIb30BaHUS CPEICTB
aBTOMaTHU3alMK (HEaBTOMATU3UPOBAHHOW), €CIIM TakKue JEHCTBUS C TEPCOHATBHBIMU
JTaHHBIMH, KaK MCIIOJIb30BaHNUE, YTOUHEHHE, PACIIPOCTPAHEHNE, YHUUTOXXEHHE TIePCOHATBHBIX
JAHHBIX B OTHOIIICHUU KAXKJIOTO U3 CYyOBEKTOB MEPCOHANBHBIX JAHHBIX, OCYIIECTBISIOTCS MPU
HENOCPEJICTBEHHOM YYacTHH YeJIOBeKa.

Hecankuunonuposanuseii noctyn (HCJH) - moctym k uHbOpManud WM JCUCTBUS C
uH(popMalel, Hapylarolue IpaBuiia pa3rpaHUueHHs JOCTYIa C UCTIOIb30BAaHUEM IITATHBIX
CPEJICTB, MPEOCTABIAEMBIX HHPOPMAITMOHHBIMU CHCTEMaMU TIEPCOHABHBIX JaHHBIX.

Hocurens nHbOpManmu - GU3UIECKOE JIUIO WIM MaTepUaIbHBI OOBEKT, B TOM YHUCIE
duznyueckoe moje, B KOTOpOM WH(POpMAIlMs HAXOTUT CBOE OTPaKCHHWE B BUIEC CHMBOJIOB,
00pa3oB, CUTHAJIOB, TEXHUYECKUX PEHICHUH U MPOILIECCOB, KOIMUECTBEHHBIX XapaKTEPUCTHK
(bU3NUEeCKUX BETUYMH.

O06e3nMunBaHre MEPCOHANBHBIX IAaHHBIX - AEHCTBUSA, B pe3y/IbTaTe KOTOPHIX HEBO3ZMOKHO
OTpENeNUTh  MPHUHAJICKHOCTh  MEPCOHANBHBIX  JAHHBIX  KOHKPETHOMY  CYOBEKTY
NEPCOHAIBHBIX JaHHBIX.

O0paboTka NepCOHANBHBIX TAaHHBIX - NEHCTBUS (OMEpalyy) ¢ MePCOHATBLHBIMU JTAHHBIMH,
BKJIFOYash CcOOp, CHCTEMaTH3alliio, HAaKOIUICHWEe, XpaHeHHe, YTOYHeHHEe (OOHOBJICHHE,



U3MEHEHHUE), MCIIOJIb30BAHKE, PACTIPOCTPaHEHHE (B TOM YHUCIE Iepenady), 00e3TMYuBaHue,
0JIOKMpOBaHNE, YHUUYTOXKEHHNE MEPCOHATBHBIX TaHHBIX.

OOmenocTynHble  MEPCOHAJBHBIE JaHHbIE - [EpPCOHANbHBIE  JIAHHBIE, JOCTYI
HEOTPAaHUYEHHOTO KPYTa JIMIl K KOTOPBIM MPEAOCTABIIEH C COTJIacusi CyObeKTa MepcoHaIbHBIX
JAHHBIX MJIM Ha KOTOPBIE B COOTBETCTBHHU C (heiepabHBIMU 3aKOHAMHU HE PaclpOCTpaHsIeTcs
TpeboBaHMe COOMI0ICHUST KOH(PUICHITNATBHOCTH.

Omneparop (MepCOHANBHBIX JAHHBIX) - TOCYIaPCTBEHHBIM OpraH, MyHHIIMITAILHBIA OpraH,
IOpUINYECKOe WM (DU3UIECKOE JIUII0, OpTaHu3yroliee U (W) OCYIIECTBIAIONIee 00paboTKy
NEepCOHANBHBIX JIaHHBIX, a TaKKe OIpeeNsonlie Ield U CoAepkaHue o0paboTKU
NEPCOHAIBHBIX JaHHBIX.

TexHuueckue cpeacTBa MHPOPMAITMOHHONW CHCTEMBI NMEPCOHATBHBIX JIAHHBIX - CPEICTBA
BBIUMCIUTENBbHON TEXHUKU, HTHPOPMAIIHOHHO-BBIYHCINUTEIbHBIE KOMIUIEKCHI M CETH, CPECTBA
U CHUCTEMBI lepeiadn, nmpuemMa U 00pabOTKU MEePCOHANBHBIX JaHHBIX (CPEACTBa U CHCTEMBI
3BYKO3aIUCH, 3BYKOYCHJICHMSI, 3BYKOBOCIPOHM3BEJICHUS, MEPETOBOPHBIE M TEIEBU3MOHHbBIE
YCTPOMCTBA, CPEICTBA U3TOTOBJICHUS, TUPAKUPOBAHUS JOKYMEHTOB U JIPyTHe TEXHUYECKHE
cpencTtBa oOpabOTKH pedeBoi, rpaduueckoil, Buaeo- U OyKBeHHO-IU(PpoBoi nHpoOpmaIun),
IpOTrpaMMHBIE CPEACTBA (ONEpaAIlIOHHBIE CUCTEMBI, CUCTEMbI YIpaBJiIeHUs 0a3aMu JaHHBIX U
T.I.), CPEJCTBA 3AIIUTH HHPOPMAINH, TPUMEHSIEMbIE B HHPOPMAIIMOHHBIX CUCTEMaX.

[lepexBar (uH(OpMaIK) - HETPABOMEPHOE MOIy4YeHUE HH(POPMALIUU C HCTIOJIb30BaHUEM
TEXHUYECKOTO CPEACTBA, OCYIICCTBISIIONIETO OOHApyXeHue, NpHeM ©  0o0paboTKy
WH(OPMATHUBHBIX CUTHAJIOB.

[Tepconanbupie ganabie (I1JIH) - mrobas nHPOpMAIKs, OTHOCSIIAACS K OMPEACICHHOMY
WIA ONpe/esieMOMY Ha OCHOBaHMM Takoil HHpopmaruu ¢uzudeckomy Juny (CyOBEKTY
NEPCOHANBHBIX JIAHHBIX), B TOM 4YHCIlle ero (pamuiusi, uMs, OTYECTBO, TOJ, MeCSIl, JaTa U
MECTO POXKACHUS, aJipec, CeMeHOe, COIMAIbHOE, HMYILIECTBEHHOE MOJIOKEHUE, 00pa3oBaHue,
npodeccusi, J0X0bl, Apyrass HHPOPMAIIHSI.

[ToGounble snekTpoMarHuTHeie W3nydeHuss U HaBojaku (IIDMUH) - snexkrpomarHuTHbIE
U3ITyYeHHUs] TEXHUUYECKUX CPEJCTB 00pabOTKH 3amuiiaeMoi nH(opMaluy, BOZHUKAIOIINE KaK
noOOYHOE SIBJICHWE W BBI3BAHHBIC JJICKTPHUUECKUMHU CHTHAJaMH, JCHCTBYIOIIUMH B HX
INEKTPUYECKUX U MATHUTHBIX HEMsX.

[lonmutuka  "ymctoro croma" -  KOMIUIEKC — OPraHM3allMOHHBIX — MEPOIPHUATH,
KOHTPOJIMPYIOIIKUX OTCYTCTBHE 3alHUCHIBAaHUS Ha OyMa’KHbIE€ HOCUTENHU KJIHO4ei U aTpuOyToB
noctyna (rmaposieif) 1 XxpaHeHUs UX BOJIM3U 0OBEKTOB JIOCTYIIA.

[Tonb30BaTens HHPOPMAIIMOHHOMN CHCTEMBI ITEPCOHATBHBIX TAaHHBIX - JTUI0, yYACTBYIOIIEe
B (pyHKIMOHUpPOBAaHWU WH(MOPMAIMOHHONW CHUCTEMBl MEPCOHANBHBIX JAHHBIX WU
UCIIOJIB3YIOIIEee PE3YNbTaThl €€ (PYHKIIMOHHUPOBAHUSI.

[IpaBuna pasrpaHu4eHus: JOCTYNA - COBOKYIHOCTb MPABWJI, PEriJaMEHTHUPYIOIIUX MpaBa
JIOCTYTIa CYObEKTOB JIOCTyNa K 00beKTaM J0CTyTIA.

[IporpaMmMHas 3akiaaka - KOJA MpOorpamMMbl, IpeJHAMEPEHHO BHECEHHBIN B IPOrpamMmy ¢
LENbI0 OCYIIECTBUTh YTEUKY, HU3MEHUTh, OJIOKMPOBATH, YHUUYTOXKUTH HH(MOPMALIMIO WU
YHUYTOXXUTh U MOAU(UIMPOBATH MporpaMMHOe oOecrieuyeHre MH(OPMAIIMOHHONW CHUCTEMBI
MIEPCOHAIIBHBIX TAHHBIX U (UJTK) OJIOKUPOBATH alllapaTHbIE CPEACTBRA.

[IporpammHuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/ECHCTBUE (ITMB) -
HECaHKITMOHHUPOBAHHOE BO3JCHCTBHE HA PECYpPChl aBTOMATH3MPOBAHHON WH(OPMAIMOHHOMN
CHCTEMBI, OCYILIECTBIISIEMOE C HCIIOJIB30BAHUEM BPEIOHOCHBIX IPOTPAMM.

PackppiTie mNepCOHANBHBIX JaHHBIX - YMBIIJICHHOE WM ClydyailHOe HapylleHue
KOH(HICHIINATLHOCTH MEPCOHATBHBIX JJAHHBIX.

PacnipocTpanenne mnepcoHaNbHBIX JIaHHBIX - JIEWCTBHUS, HAIpaBlIEHHbIE Ha Mepenavy
NePCOHANBHBIX JAHHBIX ONPEICICHHOMY KPYTY JIMI WJIM Ha 03HAKOMJICHHE C TIEPCOHAIBHBIMU
JTaHHBIMU HEOTPAHUYEHHOTO KpyTa JIMII, B TOM YKClie 0OHAapOI0BaHKE EPCOHATBHBIX JaHHBIX
B CpeIcTBaX  MaccoBoii  uHpopmamuu, — pa3MeunieHue B HH(POPMALHUOHHO-
TEJIEeKOMMYHUKALMOHHBIX CETSAX WM IPEIOCTaBIEHUE TOCTyNa K MEPCOHAIbHBIM JTaHHBIM
KaKUM-JINOO MHBIM CITIOCOOOM.



Pecypc nH(pOpMAITMOHHON CUCTEMBI - UMEHOBAHHBIN AJIEMEHT CHCTEMHOTO, TIPUKJIATHOTO
WJIW anmapaTHoro ooecreyeHus: GyHKIIMOHUPOBAHUS HH(DOPMAITMOHHON CHCTEMBI.

CrienanbHbIe KAaTETOPUH MIEPCOHATBHBIX JAHHBIX - IEPCOHANBHBIC TaHHBIC, KACAIOIINECs
pacoBoi, HAalMOHAJIBHON NPUHAJUIEKHOCTH, MOJUTHUYECKUX B3IJISJIOB, PEIUTHO3HBIX WIN
¢miocopckux  yOexaeHui, COCTOSHHUS 37A0pPOBbS W HWHTHUMHOW JKH3HM CyOBEKTa
MEPCOHAIBHBIX JaHHBIX.

CpencTtBa BBIYMCIUTEIBHOW TEXHUKUA - COBOKYITHOCTH MPOTPAMMHBIX M TEXHUYECKUX
3JIEMEHTOB CUCTEM O00paOOTKHU JTAHHBIX, CTIOCOOHBIX (PYHKITMOHUPOBATH CAMOCTOSTEIIBHO HIIH
B COCTaB€ JPYTUX CHUCTEM.

CyOobexkt nmoctyma (CyOBEKT) - JMIO WM TPoOIecc, JEUCTBUS  KOTOPOTO
periIaMeHTHPYIOTCS MPaBUIIAMU Pa3TPaHUYCHUs JOCTYyTIA.

Texanveckuit kananm yreukn wuHPopManuu (TKYM) - COBOKYMHOCTH HOCHUTENS
uHpopmanuu  (cpeactBa  o0pabOTKM),  (U3MYECKOHM  cpelbl  PacHpOCTpaHEHUs

MH(OPMATUBHOTO CUTHANIA U CPEJCTB, KOTOPBIMH J100bIBAaETCS 3amiuiiaeMas nHhopMaius.

Yrpo3sl Ge3omacHOCTH mepcoHanbHBIX NaHHBIX (YBIIJIH) - COBOKYMHOCTH YCIOBUH H
(dakTOpoB, CO3JAIOMIMX OMNACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHUCIE CIy4ailHOTo,
JOCTyINa K TEPCOHAIBHBIM JaHHBIM, PE3YJIbTaTOM KOTOPOIO MOXKET CTaTh YHUYTOXKEHUE,
U3MEHEHUe, OJIOKHpOBaHME, KOMHWPOBAHME, PACIPOCTPAHEHUE MEPCOHANbHBIX JaHHBIX, a
TaK)Ke HMHBIX HECAHKIMOHUPOBAHHBIX JEHCTBUH MpH HX 00paboTke B WMHGPOPMALMOHHOM
CUCTEMeE MePCOHATbHBIX TaHHBIX.

YHUUTOXXEHHE MEPCOHATBHBIX JaHHBIX - JIEHCTBHS, B PE3yJabTaTe KOTOPHIX HEBO3MOMKHO
BOCCTAHOBUTH COJIEp)KaHHWE TMEPCOHANbHBIX JaHHBIX B HMH(DOPMAIMOHHOW cucTeMe
NePCOHANBHBIX JAHHBIX WU B PE3YJIbTAaTe KOTOPBIX YHHUTOXKAIOTCS MaTepUaIbHbIEe HOCUTENN
MEPCOHAIBHBIX JaHHBIX.

VYTeuka (3ammiiaemMoil) MHGOpPMAIMK MO TEXHUYECKHM KaHajlaM - HEKOHTPOJIHPYEMOe
pacnpocTpaHeHrne HHPOPMAIUK OT HOCHUTEIS 3allrIaeMol HHPOpMAIHK Yepe3 HU3HIECKYIO
Cpefy /10 TEXHHUYECKOTO CPEACTBa, OCYIIECTBISIONIET0 epexBaT HHPOPMAaLIUH.

Vsa3BUMOCTh - €1a0OCTh B CPEACTBAX 3alllUThl, KOTOPYIO MOXKHO HCIIONb30BaTh IS
HapYyLIEHHUs CUCTEMBI WIH coJieprKalieiics B Hell nH(opMarum.

[lenocTHOCT, MHQOPMAIMHK - CIOCOOHOCTH CPEACTBA BBIUMCIMTEIBHOM TEXHUKH WIIN
aBTOMATH3UPOBAHHOM cHCTEMBl OOecreuynBaTh HEM3MEHHOCTh WH(GOpMAlMUd B YCIOBHIX
CITy4alHOTO W/WJTU TIPETHAMEPEHHOTO UCKAKEHHUS (pa3pyIIeHHS ).

Crnucok UCTOJIb3YEMBIX COKpAIIEHUM

APM - aBTOMaTH3UpOBaHHOE pabouee MECTO

AC- aBTOMaTU3UpOBaHHAs CUCTEMA

BTCC - BcnoMoraTenbHble TEXHUYECKHUE CPEJICTBA U CUCTEMBI
NCTI/IH - unopmMarmionHas cucTeMa nepcoOHAIBHBIX JaHHBIX
K3 - koHTpOnupyemas 30Ha

JIBC - nokanbpHas BHIYUCIUTENIbHAS CETh

MD - MexceTeBOM dKpaH

HCJI - HecaHKIIMOHMPOBAHHBIHN 1OCTYI

I1/IH - mepcoHanbHbIC JTAHHBIE

IIMB - nporpaMMHO-MaTeMaTUYECKOE BO3ICUCTBUE

1O - nmporpammHOe oOecriedeHne

[IODMUH - no604HbIe 3IEKTPOMAarHUTHBIE U3JIyUYEHHUS 1 HAaBOJIKU
C3MU - cpenctBa 3aniuThl HHPOPMAITHH

C3ITH — cucTteMa 3aluThl IEPCOHAIBHBIX JaHHbBIX

TKVYU - Texandeckre KaHAJIbl yTeUKH HHGOPMAITIH

VYBII/IH - yrpo3bl 6€301acHOCTH MEPCOHATBHBIX JaHHBIX
OMCY — oprad MECTHOT'O caMOyNPABJIEHUS



Bsenenue

Hacrosimass Konnenmus wundopmammonHoii 6e3omacnoct UCIIIH AamuHHECTpanum
AnekcannpoBckoro paitona (Hamee - OMCY), sBusercss o(UIMAIBHBIM JTOKYMEHTOM, B
KOTOPOM OIIpe/ielieHa CUCTeMa B3IJISI0B Ha obecrieueHue MHPOPMALMOHHON 0e30macHOCTH
OMCY.

Heo6xoaumocts paspabotku Konuenuu oOycioBlieHa CTPEMUTENBHBIM paclIMpeHHeM
chepsl MPUMEHEHHSI HOBEUINX WH(OPMAIMOHHBIX TeXHOIOTUH U mporeccoB B OMCY, pu
00paboTke nHpOpMaIIMK BOOOIIE, ¥ IIEPCOHATBHBIX TaHHBIX B YACTHOCTH.

Hactosmas Konuenmnus omnpenensieT OCHOBHBbIE IENIM U 3aladd, a Takke OOMIYIo
ctpateruto nocrpoenust C3I1/Jn OMCY. Konuenius omnpenenseT OCHOBHbIE TpeOOBaHUS U
0a30BbIe MOJIXOJBl K UX pealu3aliu, Ui TOCTHKEHHUS TpeOyeMoro ypoBHsS O€30MacHOCTH
uHpOpMaLIUH.

Konnenmus pa3zpabotaHa B COOTBETCTBUM C CHUCTEMHBIM IOAXOAOM K OOECIeueHHUIO
uHpOpMaMOHHON  Oe3omacHOCTH. CHCTEMHBIH TOJAXOJA TPEAINOoJIaraeT IPOBEJCHUE
KOMIUIEKCAa MEPOIPHUATHH, BKIIOYAIONIMX  HCCIEeNOBaHHE Yrpo3  HHGOPMaIMOHHON
0e30MmacHOCTH U Pa3paboTKy cucTteMbl 3amuThl [1/[H, ¢ TO3UIMN KOMIUIEKCHOTO MPUMEHEHUS
TEXHUYECKUX M OPraHU3alMOHHBIX MEP U CPEJICTB 3aIUTHI.

I[Monx  wundopmammonHoi  Oe3omacHOoCTh0  [IJ[H  TOHMMaeTcs  3alIUIIEHHOCTH
MEPCOHANIBHBIX JAaHHBIX U 00pabaThIBaONIeH X HHOPACTPYKTYPE OT JTOOBIX CIYYAMHBIX WITH
3II0HAMEPEHHBIX BO3JIEHCTBUM, PE3yIbTaTOM KOTOPBIX MOXET SBUThCS HaHeceHue yiiepda
camoii mH(popmanuu, ee BiamenviaMm (cyobektam [IJIH) wnnm uHpacTpykType. 3amaun
UH(POPMALIMOHHON O€30MacHOCTH CBOAATCS K MHUHUMM3alMU yiiepbda OT BO3MOXKHOU
peanuzanuu yrpo3 6e3omacHoctd [1/[H, a Takke K MPOrHO3UPOBAHUIO M MPEAOTBPAILIEHUIO
TaKUX BO3JCHUCTBUI.

Konuenmuss ciay>KuT OCHOBOM [Uisi pa3paboOTKM KOMIUIEKCAa OpraHU3allMOHHBIX U
TEXHUYECKUX Mep Mo olecredeHrnto HUHpopMannoHHOM Oe3omacHoctH OMCY, a Takxe
HOPMATUBHBIX W METOJWYECKUX JOKYMEHTOB, OOECIEUMBAIOUIMX €€ pealu3aluio, U He
npearnonaraeT MOAMEHbl (YHKUMH TOCYIapCTBEHHBIX OpraHoB Biactu Poccuiickoi
denepannn, OTBEUANOIINX 32 o0ecrieueHne 0€30MacHOCTH MH(POPMAIMOHHBIX TEXHOJIOTHH U
3alUTy UH(OPMAIUH.

Konrenmnus sasnseTcsas METOIOJIOTMUECKON OCHOBOU IS

- (¢opMupoBaHUsS U TPOBEICHUS EAWHONW TIOJUTUKA B O0OJIACTH oOOecTeueHus
oesomacHoctu I1/{x B UCIT[Ian OMCY;

- TPUHATHS YOPABIECHYECKHX PEIICHUH W pa3padOTKH MPaKTHYECKHX Mep IO
BOIUIOIICHUIO TOJMUTHKHU Oe3omacHocTH [1J[H 1 BrIpaOOTKM KOMILJIEKCA COTJIACOBAHHBIX MEp
HOPMAaTHUBHO-IIPABOBOT'0, TEXHOJOTHYECKOTO M OPraHU3alMOHHO-TEXHUYECKOTO XapakTepa,
HAIpaBJIEHHBIX Ha BBISBICHUE, OTPaXCHHE U JMKBHUAALMWIO TOCIEACTBUMA peaan3aluu
pas3n4YHbIX BUIOB yrpo3 I1/1H;

- KOOpAWHALIMU JEATEIIbHOCTU CTPYKTYpHBIX mnoapasneneHnii OMCY npu npoBeneHUn
pabot mo pazButHio U kcruryatanuu UCIIIH ¢ coOmronenuem TpebGoBaHUi oOecriedeHUs
oe3omacuocTu I1/1H;

- pa3palOTKM TMpenIoKeHUH IO COBEPIIEHCTBOBAHUIO MPAaBOBOIO, HOPMATHUBHOTIO,
METOJUYECKOr0, TEXHUYECKOTO M OpraHU3allMOHHOro olecrneudeHus Oe3omacHoctu [1/[H B
NCIIa OMCY.

Ob6nacte npumeHeHuss KoHuenmuu  pacmpocTpaHseTcss Ha BCE  CTPYKTYpHBIE
HoJpa3/ieNieHus  AJMHHUCTPAlMM  AJIEKCaHIPOBCKOTO  pailoHa,  AKCIUIyaTHUPYIOIIHE
TexHudyeckue u nporpammubie cpeacrBa HMCII[IH, B KOTOPBIX OCYIIECTBIISIETCA
aBTOMaTH3UpoBaHHas oOpaborka IIJ[H, a Takke Ha MOApPa3NENEHUs, OCYLIECTBISIOIINE
COTIPOBOXACHHE, OOCTY)KHBaHHE B oOecrieueHre HopMaiabHoro ¢hyHkunonupoBanus UCITIH.

[IpaBoBoii 0azoit mnms pa3paboTku Hactosmied Kormenmuu cioyxaT TpeOOBaHHS
neiictByromux B Poccuu 3aKoHOAATENbHBIX U HOPMATHUBHBIX JOKYMEHTOB IO OOECIEeUeHHUIO
oe3onacHocTu I1]1H.



1. OOwue moI0KEHNU

Hacrosimass Konnenmusi omnpenenseT OCHOBHBIC IENH M 3a/add, a TakkKe OOMIYIo
crpareruto noctpoerust C3I1JJn OMCY. Konuenuusi onpenenseTr OCHOBHbIE TpeOOBaHUS U
0a30BBIC TOJIXOJBI K UX pEaTH3aINH, JUIS TOCTHKEHHUS TPEOYeMOro YpoBHS O€30MacHOCTH
nHpopmanuu.

C3I1[In mpencraBnsier co0O COBOKYIHOCTb OPTraHU3AIMOHHBIX W TEXHUYECKHX
MeponpuaThil st 3amuThl [I/[H OT HempaBOMEpHOro WM CIy4ailHOTO JOCTYNa K HUM,
YHUUYTOXKCHUS, U3MEHEHHsI, OJIOKUPOBaHUsI, KOMMPOBaHUs, pacnpoctpanenus [1J{H, a Takxke
WHBIX HEMPABOMEPHBIX IEUCTBUUA C HUMH.

be3omacHOCTh ~ TMEpCOHANBHBIX  JAHHBIX  JIOCTHTAETCS ~ TyTeM  UCKIIOYCHHS
HECaHKIIMOHUPOBAHHOTO, B TOM YHCIIe CIy4ailHOro, JOCTyHa K IEpPCOHAJIbHBIM JTaHHBIM,
pEe3yNIbTaTOM  KOTOPOTO MOXKET CTaThb YHHYTOXKCHHE, W3MEHEHHUe, OJOKHpOBaHHUE,
KONUPOBAaHUE,  pACHpOCTpaHEHHWE  TMEepPCOHANbHBIX  JAaHHBIX, a  TaKKe  HHBIX
HECaHKI[MOHUPOBAHHBIX JICUCTBUM.

Crpykrypa, coctaB U ocHoBHbIe GyHKIMH C3IIJ[H ompemensroTcs MCXOAsS M3 Kiacca U
YpOBHS  3alMIIEHHOCTH  mepcoHanbHbiXx  naHHbix  WCIIn. C3I[[Jn  BkiItoudaer
OpraHM3aIMOHHBIE MEpbl U TEXHMYECKHUE CpEACTBa 3alUThl MHpOpManuu (B TOM 4HCIE
i poBaTbHBIE (xpunrorpaduyecKue) CpeICTBa, cpencTsa MpeI0TBpALECHUS
HECAaHKIMOHUPOBAHHOTO JOCTYyIMa, YTEYKH HHPOpPMAIMM MO0 TEXHUYECKUM KaHaJIaM,
MPOrPaMMHO-TEXHUYECKUX BO3JCHCTBHI Ha TEXHUYECKUE cpeacTBa oOpabotku I1/IH), a
TaK)Ke UCMOJIb3yeMble B UHPOPMALIMOHHON cucTeMe MH()OPMAaLlMOHHbIE TEXHOJIOTHH.

DTH MepbI IPU3BaHbI 00ECTICUYNTD:

- KOHQUAEHIMAIBHOCTh  HMH(pOpManuu  (3amMTa OT  HECAHKIIMOHHPOBAHHOTO
03HAaKOMJICHUS);

- IEJIOCTHOCTh MH(pOpMAIMK (aKTyaJbHOCTh M HEMPOTHBOPEUYMBOCTH HMH(OpMaIuu, ee
3aMIUIIIEHHOCTh OT Pa3pyIICHUs U HECAHKITMOHUPOBAHHOTO U3MEHEHU );

- IOCTYIHOCTh MH(MOpMAIUK (BO3MOXKHOCTH 32 TIPUEMIIEMOE BpeMs TMOJTYIUTh TPeOyeMyro
WH(OPMALIMOHHYIO YCIIYTY).

Cranuu cozganus C3I1/IH BKIIOYAOT:

- IPEAMPOCKTHAS CTa s, BKIIOYaromias npeanpoekTHoe oocnenosanue MCII/H;

- cTaaus mpoeKkTupoBaHus (pa3padoTku mpoekToB) U peanusanuu UCII/IH, BKiIrogaronas
paspabotky C3I1/Ix B coctaBe UCII/IH;

- ctaguda BBoja B AerctBue C3II/IH, BKiItOUaromas ONbITHYIO SKCITyaTalMIO U IPUEMO-
CHATOYHBIC WCTBITAHUS CPEIACTB 3alIUThl WH(GOPMAIMU, a TAKXKE OIEHKY COOTBETCTBHS
NCTIIa TpeboBanusaM 60e30MMacHOCTH HH(OpMAITUH.

OpranuzanoHHbIe MEPBI MPEyCMATPUBAIOT CO3JaHUE U TMOAJEPKaHUE MPABOBOM 0a3bl
6e3onacHoctu [IJI[H m pa3paboTKy (BBeIEeHHE B ACHCTBHE) CIEAYIOIIMX OpPraHU3AIlMOHHO-
pacCHOPSANTENBHBIX JOKYMEHTOB:

- [Iman meponpusTuii mo odecnedennto 3amuthl [1JIH mpu nx o6padotke B UCII/IH;

- [Iman mMeponpusTHii M0 KOHTPOJIIO obecreyeHus 3amuTsl [1/1H;

- IMopsgok pesepBupoBanus U BoccTaHOBiIeHHS padotocrnocobHoctn TC m I1O, 6a3
nmanabeIXx 1 C3U;

- JlomkHocTtHast wHCTpyknus agmuHuctpatopa HWCII[ln B yactu obOecrnedeHus
6e3onacuoctu [1/1n npu ux o6padotke B UCII/IH;

- Jlo;mskHOCTHAs MHCTPYKIMS afiMUHECTpaTopa 6e3omacaoctu UCTIH;

- HomxHocTHast MHCTpYKIUs nonb3oBarens MCII/H B yactu oOecnieduenus 6e30macHOCTH
[11s pu ux obpadotke B UCII/IH;

- PexomeHmanuu 1o HMCIMOJIB30BAHUIO MPOTPAMMHBIX M alMapaTHBIX CPENICTB 3alTUTHI
nHpopmanuu.

TexHUYeCKHe Mephl 3alIWTHl  PEATU3YIOTCS TMPU  I[OMOIIM  COOTBETCTBYIOIIMX
MPOrPaMMHO-TEXHHUUECKUX CPEJCTB U METO/IOB 3alUTHI.

[TepeueHbr HEOOXOMUMBIX Mep 3alUTHl WH(GOPMAIUU OIPEAETSETCS MO pe3yabTaTaMm
BHyTpeHHel npoBepku 6e3omacHoctr UCITIan OMCY.



2. 3agaun C3I1/1H.

OcnoBHoii nenpto C3I1/IH sBisieTcss MUHUME3AIMS yiiepOa OT BO3MOXKHOH peanu3anuu
yrpo3 6e3onacuoctu [1/1H.

Jns gocTmkeHuss OCHOBHOM menmn cuctema OesomacHoctd [I[In WCII[H nmomkHa
obecrieunBath 3PGHEKTUBHOE pEIIEHUE CIEAYIONNX 3a/1a4:

- 3alIUTY OT BMelIaTenbcTBa B npouecc pyHkiuonupoBanus WCII[H nocTOpOHHUX JIUIT
(BO3MOXHOCTh Hcrojib30oBaHuss AC W JOCTYyn K €e pecypcaM [OJKHBI HMETh TOJBKO
3aperucTpUPOBaHHbIE YCTAHOBIEHHBIM IOPSAIKOM I10JIb30BATEINN);

- pa3rpaHMYEHHE JOCTyNa 3aperuCTPUPOBAHHBIX IOJB30BATENIEd K aNMapaTHBIM,
nporpaMMHbIM U uH(popManroHHBIM pecypcam WVCII/IH (BO3MOXHOCTH JOCTyIa TOJBKO K
TEM pecypcaM U BBINIOJHEHUS TOJIBKO TeX ONepaluil ¢ HHUMH, KOTOpble HEOOXOIMMBI
KOHKpEeTHBIM monb3oBatenssM MCII/IH asis BBIMOJHEHUS CBOMX CIYXEOHBIX OOS3aHHOCTEH),
TO €CTh 3alIUTy OT HECAHKIIMOHUPOBAHHOT'O JOCTYyIA!

a) Kk uHpopmanuu, nupkynupyromei B MCI1/IH;

0) cpeactBaMm BeruuciutenbHor Texauku UCIIH;

B) amnmapartHbIM, TPOTPAMMHBIM H  KPUNTOTPAUUYECKHUM  CPEICTBAM  3aIllUTHI,
ucnonb3dyembsiM B UCII/IH;

- perucTpanuio JEHCTBUM I10Jb30BaTENIEH IIPU MCIOJIb30BAHUU 3aLIUIIAEMBIX PECYPCOB
NUCII[JH B CHUCTEMHBIX >XypHajax MU MEPUOJUYECKHMH KOHTPOJIb KOPPEKTHOCTU IEHCTBUHN
I10JIb30BATEJEN CUCTEMBI ITYTEM aHAJIN3a COAECPHKUMOTO ITUX KYPHAJIOB;

- KOHTPOJIb LIEJIOCTHOCTHU (00ecriedyeHne HEM3MEHHOCTH ) CpeIbl UCTIOJTHEHHS TPOTPaMM U
€€ BOCCTAHOBJICHUE B CIIy4ae HapylICHHUS,;

- 3alIUTy OT HECAaHKIMOHUPOBAHHOM MOAM(HUKAIMM U KOHTPOJIb LEIOCTHOCTU
ucnoabpzyembix B UCII/IH nporpaMMHBIX CPEICTB, a TAK)KE 3aLUTY CUCTEMBI OT BHEAPEHUS
HECAaHKI[MOHUPOBAHHBIX POTPaAMM;

- 3amuty I[TJ[H OT yTeuku Mo TEXHMYECKHM KaHajaM IpH ee o0paboTKe, XpaHEHHWU U
nepeaayve no KaHajaam CBS3H;

- zamuty [1JIH, XpaHuMoii, oOpabaTeiBaeMOil 1 mepeaaBacMoi MO KaHajlaM CBS3H, OT
HECAaHKI[MOHUPOBAHHOIO Pa3IallleHNs WIIH UCKaKEHUS;

- o0ecrieyeHHe >KUBYUECTH KPHUNTOTpaQUUECKHX CPEICTB 3allUThl WH(GOpMAIMU TPU
KOMITIPOMETAIUU YaCTH KIKOYEBON CUCTEMBI,

- CBOEBPEMEHHOE BBISIBIIEHUE HCTOUHUKOB yrpo3 6e3onacHoctu [1/1H, mpuyuH U yCIOBHIA,
CIOCOOCTBYIOMIMX HAaHECEHUIO yiepoa cyorekram [1][H, co3manne MexaHn3mMa onepaTuBHOTO
pearupoBanus Ha yrpo3sl 6e3onacHoctu [1/1H 1 HeraTuBHBIE TEHIEHIIUY;

- CO3JaHuE€ YCIOBUM i MUHUMHU3ALMKA W JIOKAJIW3allUd HAaHOCHMOro yiiepOa
HETPAaBOMEPHBIMH JACUCTBUAMH (PU3NYECKUX U IOPUAMUYECKUX JIUI], OcTIa0lIeHue HEraTuBHOTO
BIIMSIHUSI M IMKBUJAIUS TIOCIISICTBUN HapymieHus 6e3omacHoctu [1/]H.

3. OOBEKTHI 3aITUTHI
3.1 Ilepeuenb HHGOPMAIIMOHHBIX CHCTEM

B OMCY mnpousBoautcs obpaborka [IJ/[H B mHpOpManuoHHBIX cucTeMa 00pabOTKH
nepcoHanbHbIX JaHHbIX (UCIIH).

Ilepeuenr WCII[IH omnpenensiercss Ha OCHOBaHUM PacnopsbkeHuss AJIMUHUCTPALIMA
AJeKcaHAPOBCKOT0 paiioHa.

3.2 IlepeueHb OOBEKTOB 3aIIUTHI

OOBekTamMHu 3alUThl SBIAIOTCS - wuHpopManus, oOpadateiBaemas B HWCII[IH, u
TEXHHYECKHUE CpeAcTBa ee 00padoTkum u 3amuThl. [lepedeHb MEepCOHATBHBIX JAHHBIX,
TIOJIeXKAIIUE 3aIIUTE, OTIPEICIEH B IEPEYHE MEPCOHATBHBIX TaHHBIX, MMOJUICKAINUX 3aIIUTE B
NCTI.

OOBEKTHI 3aIIUTHI BKIIIOYAOT:



1) OGpabarbiBaeMas nHGOpMALIUS;

2) Texnonorudeckas uHGOpMAIHUS;

3) [IporpaMMHO-TEXHHUYECKUE CPEICTBA 0OPAOOTKHY;

4) Cpencrna 3antuthsl [1/1H;

5) Kanans! "HGOpMALIMOHHOTO 0OMEHA U TeIEKOMMYHHKAIIUH;

6) OOBEKTHI ¥ TIOMEIIECHHSI, B KOTOPBIX pa3MenieHbl kommoHeHTsl MCIT/IH.

4. Knaccudukanus nonp3opareneit UCITIx

[onws3zoBarenem MWCII/IH sBusercs Inuio, yd4acTByiomee B (DYHKIIMOHUPOBAHHU
MH(OPMALIMOHHONW CHUCTEMBI MEPCOHANBHBIX JAHHBIX WM MCIOJB3YIOIIEEe pPe3yibTaThl €€
¢ynkunonupoBanusi. [lomezoBatenem WCII[An sBnsercas mo6oit pabotHuk OMCY,
umeromuii goctyn k MUCII/IH u ee pecypcaMm B COOTBETCTBUU C YCTAHOBJIECHHBIM MOPSIKOM, B
COOTBETCTBHUH C €T0 (PYHKIIMOHATBHBIMU 00S3aHHOCTSIMH.

[TonwzoBarenu UCII/IH nenarcs Ha TP OCHOBHBIE KATETOPUH:

1) Anmunucrparop UCIIJIH. Cotpynnukun OMCY, KOTOpbIE 3aHUMAIOTCS HACTPOUKOM,
BHEJIPEHUEM M COMPOBOXKIeHUEM cucTeMbl. Aqmuuauctparop UCII/Ia obnagaeT cieayrommm
YPOBHEM JIOCTYyIIA!

- o0mamaer mOMHOM MHpOpMAIMEl O CHCTEMHOM M TPUKIATHOM IPOTPAMMHOM
obecrieuennu UCII/IH;

- o0namaer nmoHOM MHQpOpPMaIUel 0 TEXHUUECKUX cpeacTBax u koHburyparuu UCTTH;

- UMeeT JIOCTYNl KO BCEM TEeXHHYECKHM CpeacTBaM 00paboTku MHGOpPMALUU U JTaHHBIM
NUCTIn;

- o0najaer nmpaBamMu KOH(PUTYpHPOBAHUS M aIMUHUCTPATUBHOM HACTPONKU TEXHUYECKHX
cpeacts UCII/IH.

2) IIporpammuct-pazpabotunk MCIIJn. Cotpynauku OMCY wuam  CTOPOHHHX
OpraHM3alyii, KOTOpblE 3aHUMAIOTCS  pa3pabOTKOM  MPOrpaMMHOTO  OOecreueHusl.
Pazpaborunk UCII/IH o06nmanaeT cieayonmM ypoBHEM JIOCTyTA:

- obnamaer mHpOpManueit o0 aaropuTMax M mporpammax o0padoTku MHGOpMAIMU Ha
NCIOx;

- o0najgaer BO3MOXKHOCTSMHU BHECEHHUS OLIMOOK, HEACKIapUPOBAHHBIX BO3MOKHOCTEH,
NPOTPaMMHBIX 3aKJIaZIOK, BPEIOHOCHBIX IporpaMM B mporpamMmHoe obecnieuenue UCIT/Ix Ha
CTa/IUU ee pa3pabOoTKH, BHEPEHUS U COTIPOBOXKICHMUS;

- MOXET pacroyiarath JoObMH (parmentamu uHpopmanuu o Toronorun VCIIAH u
TEXHUYECKUX CpelcTBax 00padoTku u 3amuthl [1/1H, oOpadaTeiBaembix B UCIT/IH.

3) Omneparop UCIIn. Corpynnuku noapazaenennit OMCY yuacTByOMHMX B MPOIECCE
skcruryataruu UCITIa. Oneparop UCIIx obnagaeT cieayronmM ypoBHEM JOCTYIIA:

- obmamaer BceMHM  HEOOXOAMMBIMM  aTpuOyramu  (Hampumep,  Mapojem),
o0ecneunBaroIMMU JOCTYI K HEKOTOpOoMY noaMHOkecTBY [1/1H;

- pacrionaraet KOH(pUIECHINATBHBIMU JAHHBIMH, K KOTOPBIM UMEET JOCTYII.

Kareropum nosp3oBareneit onpenenstores nis kaxaou UCITx.

5. OcHOBHBIE MPUHUUIIBI TOCTPOSHUSI CUCTEMBI KOMIUIEKCHOM 3aIllUThl HH(OpMaIuu

[Toctpoenne cucrembl obecnedenust Oe3zomacHoctu [IJln UCIIAax OMCY wu eé
q)YHKLII/IOHI/IpOBaHI/IC AOJDKHBI OCYIIECTBIIATHCA B COOTBCTCTBHUU CO CIICAYIOIIUMH OCHOBHBIMU
TIPUHIIAITAMH:

- 3aKOHHOCTB;

- CHCTEMHOCTb;

- KOMIUICKCHOCTb;

- HETIPEPBIBHOCTb;

- CBOEBPEMEHHOCTb;

- MPEEMCTBEHHOCTh U HEMPEPHIBHOCTh COBEPIICHCTBOBAHMS;



- IepCOHAJIbHAsI OTBETCTBEHHOCTH;
- MUHMMU3AIHs TIOJTHOMOYHIA;

- B3aMMO/ICHCTBHE U COTPYAHUYECTBO;

- THOKOCTh CHCTEMBI 3alUTHI;

- OTKPBITOCTh QJITOPUTMOB 1 MEXaHU3MOB 3aIllUTHI;

- IPOCTOTA MMPUMEHEHNUS CPEJCTB 3AIIUTHI;

- HayyHast 000CHOBAaHHOCTh U TEXHUYECKasl PEaTn3yeMOCTh;
- CHenuaNu3ays 1 mpoQecCHOHaIIH3M;

- 0053aTeIBHOCTH KOHTPOJIS.

5.1 3aKOHHOCTBE

[Ipennonaraer ocymiecTBICHNUE 3aUIUTHBIX MeponpusaTuii u pa3padotky C3I1n OMCY B
COOTBETCTBUHU C JICHCTBYIOIIMM 3aKOHOJATEIbCTBOM B oOyiactu 3amuthl [IJIH m npyrux
HOPMAaTHUBHBIX aKTOB 10 Oe3omacHocTH uWH(OpMamMM, YTBEPKACHHBIX OpraHaMu
rOCYJapCTBEHHOM BIACTH M YIIPABJICHUS B MIPEACIax UX KOMIIETEHITUH.

[Tonb3oBarenu u obchyxkuBatommii mepconan I1[lx MCIIax OMCY nomkHbl OBITH
OCBEJIOMJICHBI O MOpPsAKe PabOThI ¢ 3amuiaeMoi nHdopmaimeir 1 00 OTBETCTBEHHOCTH 3a
3amuThl [1/1H.

5.2 CucTteMHOCTH

Cuctemnsbiii mnonxon k mnoctpoenuto C3IIdnx OMCY mnpenmonaraer ydeT Bcex
B3aMMOCBSI3aHHBIX, B3aUMOJCHUCTBYIONIMX M HW3MEHSIOIIMXCS BO BpPEMEHU JJIEMEHTOB,
YCJIOBI/Iﬁ n q)aKTOpOB, CYHICCTBCHHO 3HAYUMBIX ]I NOHHMAHUA W PCIICHUA HpOGHeMBI
obecneuenus 6e3onacuoctu [11a UCITIa OMCY.

HpI/I CO3JaHNN CHUCTEMbI 3alllUTbl OOJIKHBI YYHUTLIBATHCA BCC cna6me n HaI/IGOHee
ysI3BUMBIE MecTa cucTeMbl o0pabotku IIJ[H, a Takke XapakTep, BO3MOXXHBIE OOBEKTHI U
HANpaBJIEHUsT  aTak Ha  CHCTEeMy CO  CTOpOHBI  Hapymureiaed  (0coOeHHO
BBICOKOKBAJIN(DUIIMPOBAHHBIX 3JI0YMBIIIJIEHHUKOB), TyTH IPOHUKHOBEHUS B paclpe/ielIeHHbIE
cucremsl 1 HC/I k unpopmanuu. Crcrema 3aiiThl JOHKHA CTPOUTHCS C YUETOM HE TOJIBKO
BCEX W3BECTHHIX KaHanmoB mnpoHukHoBeHUss W HCJI x wHdopmamuu, HO WM C y4yeTOM
BO3MOXHOCTH TOSIBIIEHUS! IPHHIUITHAIEHO HOBBIX MyTEH peann3aliy yrpo3 6e30MacHOCTH.

5.3 KoMIiekcHOCTh

KomMIiekcHoe ucnonb30BaHHE METOIOB U CPEJICTB 3allUThI MPEAOaraeT CorllacoBaHHOE
NPUMEHEHHE pPa3HOPOJHBIX CPEACTB MpPU MOCTPOCHUM IIEIOCTHOM CHCTEMBI 3allUThl,
NEPEKPHIBAIOLIEN BCE CYIIECTBEHHbIE (3HAUMMBIE) KaHAIbl peald3allid Yrpo3 M He
coJieprkanieil cmabbIX MECT Ha CThIKaX OTAENbHBIX €€ KOMIIOHEHTOB.

3ammTa T0KHA CTPOUTHCS AIIEIOHUPOBAHO. J{JIs KaXKI0T0 KaHaia yTeukd HHPOpMAaluu
U JJIS K&KIOU yrpo3bl 0€30MacHOCTH I0JKHO CYIIECTBOBATh HECKOJIBKO 3alllUTHBIX PyOekeH.
Cosznanue 3aluTHBIX PyOekel OCYIIECTBISIETCS C Y4€TOM TOTr0, YTOOBI I X MPEOOICHUS
MOTEHLUAIbHOMY  3JIOYMBIIUIEHHUKY TpeOoBaluch MpodecCHOHaIbHbIE HABBIKM B
HECKOJIbKUX HEB3aUMOCBS3aHHBIX 00JIACTSIX.

Buemmnsss ~ 3ammra  gomkHAa — o0ecrieuyuBaThCs  (PU3MYECKUMHU  CPEICTBAMHU,
OpraHU3allMOHHBIMU U TPaBOBBIMH MepamMu. OIHUM U3 Hambosiee YKpeIUIEHHBIX pyOexein
MpU3BaHbl OBITH CPEACTBA KPUNTOrpapUuecKoi 3alluThl, peaTu30BaHHbIE C UCTIOIb30BaHUEM
texHonoruu VPN. IIpuknasHoil ypoBeHb 3alUTHI, YUUTHIBAIOLINI OCOOCHHOCTH MPEIMETHOM
00J1aCTH, TIPEICTABIISIET BHYTPEHHUM PyOeK 3allUTHI.

5.4 HenpepoiBHOCTH 3amuThl [1/1H

3amta [1/lH - He pa3oBoe MEpONpPHUATHE M HE MPOCTass COBOKYIMHOCTH MPOBEIAECHHBIX
MEPOIIPUATHM U YCTAHOBIICHHBIX CPEACTB 3allUTHI, a HEIPEPBIBHBIN LIEJICHAIIPABICHHBIN
MPOLECC, MPEANOIaralouil MPUHATHE COOTBETCTBYIOIIMX MEp Ha BCEX dTamax >KU3HEHHOTO
nukia UCIT/IH.



I/ICHI[H AOJDKHBI HAXOAUTHCA B 3allIUIIICHHOM COCTOSIHHUU Ha MPOTAXKCHUN BCCI'O BPCMCHU
X (YHKIIMOHHPOBaHUS. B COOTBETCTBUU C 3TUM MPHUHIMIIOM JTOJIKHBI IPUHUMATHCS MEPbI
no HejonyueHuto nepexona MCIIJIH B HE3alUILIEHHOE COCTOSHUE.

bonbmnHCTBY (QU3MYECKUX U TEXHMYECKUX CPEACTB 3alUThl s 3(PGEeKTUBHOTO
BBITIOJTHEHUA CBOHUX q)YHKI_[I/Iﬁ HCO6XOI[I/IM3. MOCTOSAHHAA TCXHUYCCKAA W OpTraHHU3allMOHHAA
(amMHUHHUCTpAaTUBHAs) TOJJEPKKA (CBOEBpPEMEHHAss CMEHa W OOECTEUYECHHE TPaBHIBHOTO
XpaHeHHs M TPUMEHEHHS HMEH, mapoJsied, Kimoudedl mmdpoBaHus, mepeonpeaeeHne
nosHoMounii u T.1.). IlepepbiBbl B paboTe CpeACTB 3allUThl MOTYT OBITh HCIIOJIb30BAHBI
3JIOYMBIIUJICHHUKAMU IS  aHAJIM3a TMPUMCHACMBIX MCTOAOB W CPCACTB 3alllMThI, IJId
BHEJPECHUS CHEIUAIbHBIX MPOrPAMMHBIX W amnmapaTHbIX '"3akiajok" W JPyruxX CpelcTB
MpeoaO0JICHUA CUCTCMBI 3allIUTHI MTOCJIC BOCCTAHOBJICHUA €€ q)YHKLII/IOHI/IpOBaHI/I}I.

5.5 CBOEBPEMEHHOCTD

[Ipennonaraer ynpexnarommid xapaktep mep obecrnieuenus Oe3omacHoctu I1J{H, TO ecTh
MOCTAaHOBKY 3adad 1o kKomruiekcHou 3amure MCII[IH m peanmmzanuio mep obOecrniedeHHs
6e3onacuoctu [1/10 Ha panHux cragusx paspadotku MUCII/IH B 11enom u ee CUCTEMBI 3aIUThI
nH(opMaIu, B YaCTHOCTH.

Pa3paboTka cucTembl 3aIIUTHI JOKHA BECTUCH MApAJUIETIbHO ¢ pa3pabOTKOM M pa3BUTHEM
caMO# 3aluIaeMOM CHCTEMBL. JTO TO3BOJUT YYeCTh TpeOoBaHUs O€30MacCHOCTH TIPH
NPOCKTHUPOBAHUU APXUTEKTYPHI U, B KOHEYHOM cyeTe, co3aarh Oonee 3pdekTuBHbIe (Kak Mo
3aTparaM pecypcoB, TaK U 110 CTOMKOCTH) 3aLUILIEHHBIE CUCTEMBI.

5.6 [IpeeMCTBEHHOCTh ¥ COBEPIICHCTBOBAHHE

[IpenmonaratoT MOCTOSHHOE COBEPIIEHCTBOBAHHWE MEpP M CPENCTB 3alIUThl MH(OpMALIUU
Ha OCHOBC IMPCEMCTBCHHOCTH OPraHU3allUOHHBIX W TCXHHUYCCKUX pemeHHﬁ, KaJApoBOIro
cocraBa, aHanu3a pynkrmonupoBanus UCII/{H u ee cUCTEMBI 3aIIUTHI ¢ y4€TOM U3MEHEHHI
B METOJax W CpeJCTBax IepexBaTa MH(OpMAIMM, HOPMATHBHBIX TPeOOBAHUU MO 3aIIUTE,
JOCTUTHYTOTO OTE€YECTBEHHOT'O U 3apyOEKHOTO OMBITA B 3TOW 00JIaCTH.

5.7 IlepcoHanbHasi OTBETCTBEHHOCTh

[Ipeamonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a obOecmedeHue OeszomacHoctu [1JIH u
CHUCTEMBI HX OOpabOTKM Ha KaXJIOro COTPyIHUKAa B TIIpeleNax ero IMoJHoMouuid. B
COOTBETCTBMHM C O3THM TNPHHIUIIOM pacHpeieieHre NpaB M OO0SI3aHHOCTEH COTPYJHHKOB
CTPOUTCS TAKUM 00pa3oM, YTOOBI B CiTydyae JII000ro HapyIeHHst Kpyr BUHOBHUKOB OBLT YETKO
M3BECTEH MJIM CBEJICH K MUHUMYMY.

5.8 IIpuHIIMTT MUHUMH3ALUKA TTOJTHOMOYHUIA

O3HavaeT npeaoCcTaBiIeHUE MOJIb30BATEIIM MUHUMAJIBHBIX MIPaB JOCTYIA B COOTBETCTBUM
C TIPOU3BOJICTBEHHONW HEOOXOIMMOCTHIO, HA OCHOBE TPHUHIMIA "BCE, YTO HE pPa3pellceHoO,
3ampenieHo"”.

Hoctyn x IIJIH nomkeH MpeaocTaBIsThCS TOJBKO B TOM Cliydae U O00BEMe, €ClU ITO
HEOOXOMMO COTPYIHHUKY JUIS BBIMIOJTHEHHUS €T0 TIOJDKHOCTHBIX 00sI3aHHOCTEH.

5.9 B3anmoaeicTBre U COTPYIHUYECTBO

[Ipeamonaraer co3nanue OJAroNpUATHONH aTMOC(epbl B KOJUIEKTHBAX MOJApa3IeiIeHUN,
obecrieunBaromux  gearensHocts  MCIJIln  OMCY, 18  CHIKEHHS  BEPOSTHOCTH
BO3HUKHOBEHHS HETaTUBHBIX JEHCTBHUM CBSI3aHHBIX C YEJIOBEYECKUM (aKTOPOM.

B Takoii 00cTaHOBKE COTPYIHUKM [OJDKHBI OCO3HAHHO COOJIIOJaTh YCTaHOBJIEHHBIC
IpaBUJia U OKa3bIBaTh COJCHCTBUE B ACSITEIBLHOCTU IMOAPA3JCICHUN TEXHUUYECKOM 3alUThI
uHpOpMaLIUH.

5.10 T'uGkocThb cuctemsl 3amuThl [1/{H

[IpunATEIE MEpHI U YCTAHOBJICHHBIE CPEACTBA 3aIUTHI, 0OCOOEHHO B HAYaJIbHBIA MEPHOJ
UX SKCIUTyaTallid, MOTYT OOeCHeurBaTh KaK Ype3MEpHbIH, TaK U HEAOCTATOYHBIH YpOBEHBb
3anuThl. [ obecrieueHst BO3SMOKHOCTH BapHHUPOBAHUSL YPOBHEM 3aIIUILIEHHOCTH, CPEICTBA



3alIUTHI JIOJDKHBI O0JaaTh OMpEAeieHHOW THOKOCThI0. OCOOEHHO BaKHBIM 3TO CBOWCTBO
SBIISIETCS B TEX CIIydasX, KOTJa YCTAHOBKY CPEICTB 3aIIUTHl HEOOXOIUMO OCYIIECTBIISATH HA
paboTaroNIy0 CUCTEMY, HE HapyIlas Mpolecca €€ HOPMaTbHOTO (PYHKIIMOHUPOBAHUS.

5.11 OTKpBITOCT AATOPUTMOB U MEXAHU3MOB 3AILIUTHI

CyTh MpUHIUINA OTKPHITOCTH aNTOPHUTMOB U MEXaHHU3MOB 3aIUTHI COCTOUT B TOM, YTO
3alIMTa He JIOJDKHA 00€CTIeUnBaThCS TOIBKO 33 CYET CEKPETHOCTH CTPYKTYPHOM OpraHU3aIuu
U anroOpuTMOB (PYHKIIMOHUPOBAHUS €€ TOJCUCTEM. 3HAHUE aJTOPUTMOB PaOOTHI CHCTEMBI
3alIMTHl HE JIOJDKHO JaBaTh BO3MOXXHOCTH €€ MpeooieHus (qaxke aBTopam). OJHAKO, 9TO HE
03HAYaeT, 4TO MHQOPMAIHSI 0 KOHKPETHON CHCTEME 3alUThI JOHKHA OBITH OOIIEIOCTYITHA.

5.12 IlpocToTa NpUMEHEHHS CPEJICTB 3aIIUTHI

MexaHu3MBbI 3alIUThl JOHKHBI OBITh HHTYUTHBHO MOHSITHBI U MPOCTHI B UCTIOJIH30BAHUU.
[IpumeHeHne CpeACTB 3alIUThl HE JTOJDKHO OBITh CBS3aHO CO 3HAHUEM CHEIUATIbHBIX S3BIKOB
WIA C BBHIMIOJTHEHUEM JIEHCTBUH, TPEOYIOIINUX 3HAYUTENLHBIX JOTOJHUTEIBHBIX TPYA03aTpaT
pu OOBIYHOM PabOTE 3aperUCTPUPOBAHHBIX YCTAHOBIICHHBIM IOPSIKOM IIOJIh30BaTeNeH, a
Tak)Ke He JIOJDKHO TPeOOBaTh OT MOJB30BATEINSI BBHIITOIHEHUS PYTHHHBIX MAJOMOHSATHBIX MY
omepanuii (BBOJ HECKOJIBKUX MApOJIe U UMEH | T.1.).

JloIDKHA JOCTUraThCs aBTOMATH3aIMs MaKCUMAaILHOTO YHCia ACHCTBUHN II0JIb30BaTeIeH 1
agmMuauctpatopo UCITIH.

5.13 Hayuynast 000CHOBaHHOCTb U TEXHHYECKAsl Pealn3yeMOCTh

WHpopMallMOHHbIE TEXHOJOTHH, TEXHHYECKHUE W TPOTPaMMHBIE CPEICTBA, CPEICTBA U
MCPBbI 3alIUThI I/IH(i)OpMaLII/II/I JOJI’)KHBI 6BITB pcajin30BaHbl HAa COBPEMCHHOM YPOBHC PAa3BUTUA
HayKd W TEXHHKH, HaydHO OOOCHOBaHBI C TOYKH 3PCHHUS JOCTH)KCHUS 3aJaHHOTO YPOBHS
6C3OHaCHOCTI/I I/IH(bOpMaLII/II/I U JOJIZKHBI COOTBCTCTBOBATHL YCTAHOBJICHHBIM HOpMaM H
TpeboBaHusM 110 6e3omacHocTH [1/]H.

C3I1/In nomkHa OBITH OpUEHTHPOBAHA HA PEIICHUS, BO3MOXKHbBIE PUCKHU JJISI KOTOPBIX U
Mephl TPOTUBOJCHCTBHSI 3TUM pPHCKaM TMPOIUIA BCECTOPOHHIO TEOPETUYECKYI U
MPAKTHYECKYIO TIPOBEPKY.

5.14 Cnenmanuzanus u npodeccuoHaIn3M

[Ipenmonaraer mnpuBieueHHe K pPa3pabOTKE CPEACTB U peallu3aliud Mep 3alluThI
uH(pOpMallMKM  CHEIHAIM3UPOBAHHBIX  OpraHu3aluid, Haumbosjee TMOATOTOBICHHBIX K
KOHKPETHOMY BUAY JCSATEILHOCTH MO obecriedeHuro Oe3omacHoctu [1/]H, MMEIOMMX OMBIT
MPAKTUYECKONH pabOThl M TOCYJApPCTBEHHYIO JIMIEH3UIO Ha MPAaBO OKa3aHHs yCIyr B 3TOH
O6HaCTI/I. Peanmaunﬂ AIMUHUCTPATUBHBIX MCP M SKCIUTyaTallud CpCACTB 3alllUThI JOJIKHA
OCYIIECTBIATHCS MPOGECCUOHATBLHO MOATOTOBIEHHBIMU criermaauctamu OMCY.

5.15 O6s13aTeTbHOCTH KOHTPOJIS

[Ipenmonaraer 00s13aTEILHOCTh M CBOEBPEMEHHOCTD BBISIBJICHUS U MPECEUCHUSI MOMBITOK
HapyLIeHUsT YCTAaHOBJCHHBIX TMpaBui obecnieueHus: Oe3omacHocty IIJ[H Ha ocHOBe
UCIIONIB3YEMBIX CHCTEM U CpEICTB 3alluThl HH(OpMaNMM TMPH COBEPIIEHCTBOBAHUHU
KPUTEPHEB U METO/I0B OLEHKH 3(P(PEKTUBHOCTU ITUX CUCTEM U CPEJICTB.

KoHnTponb 3a AedaTenbHOCThIO JI000T0 MOJIB30BaTelNs, KaXIOTO CPEACTBa 3allUThl U B
OTHOILLIEHUH JIOO0r0 OOBEKTa 3aIIUTHl JOJDKEH OCYIIECTBIATHCS Ha OCHOBE MPUMEHEHHUS
CPEICTB ONEPaTUBHOIO KOHTPOJII W PETHCTpAlMM W JOJDKEH OXBaTblBaTh  Kak
HECaHKI[MOHMPOBAHHbIE, TAK U CAHKIIMOHUPOBAHHBIE JEICTBUS M10Ib30BATENEH.

6. Mepbl, METOBI U CpelcTBa obecrieueHust TpeOyeMOoro ypoBHsI 3aIIUIIIEHHOCTH

ObGecrieuenne TpeOyeMOro YpOBHSI  3alUIIEHHOCTH JODKHOCTH — JIOCTUTAThCS €
UCIIOJIb30BaHUEM Mep, METOJOB M CpeACTB Oe3omacHOCTH. Bce Mepsl obecrieueHus
oe3omacuoctu UCII/IH moapa3nensroTcst Ha:

- 3aKOHOJIaTENIbHBIC (TTPABOBBIC);

- MOPaJIbHO-3TUYECKHE;



- OpraHu3alMOHHbIE (AIMUHUCTPATUBHBIE);

- ¢pusnyuecKue;

- TEXHUYECKHE (anmnapaTHbIe U IPOIPaMMHBIE).

[lepeuerr BBIOpaHHBIX Mep oOecredeHus1 Oe30MmacHOCTH oTpaxkaerca B Ilnane
MEPOTPHUATHIA IO 00ECTIEYCHHIO 3aIUTHI IEPCOHATBHBIX TaHHBIX.

6.1 3akoHO1aTENbHBIE (IPAaBOBBIE) MEPHI 3AILIUTHI

K mpaBoBbIM MepaM 3alllMTBI OTHOCATCS JEHCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl U
HOpPMAaTHBHBIE aKThl, perilaMeHTUpYoIue npasuia oopauienus ¢ [1/1H, 3akperuidroniye npasa
U 00S3aHHOCTH YYaCTHHUKOB MH(OPMAIMOHHBIX OTHOLIEHWH B mpolecce ee 0O0paboTKu U
WCIIOJIb30BaHUs, a TAKXKE YCTaHABIMBAIOIINE OTBETCTBEHHOCTDH 34 HAPYIIEHUS ATHX MPABUIL,
IPENATCTBYS. TEM CaMbIM HEIPABOMEPHOMY HCHoOJb30BaHuio [IJ[H u  sABisAromumecs
C/IEP/KUBAIOIIUM (DaKTOPOM JJISl MOTEHIUATBHBIX HAPYLIIUTEIEH.

[IpaBoBble Mepbl 3alUTBl HOCAT B OCHOBHOM YIPEXKAAIOUINH, MPOQUIaKTHYECKUN
XapakTep M TpeOYIOT MOCTOSIHHOM pa3bsACHUTEIbHONH pabOThl C MOJIb30BATESIMH U
00CITy’KHMBAIOIINM [1EPCOHATIOM CHUCTEMBI.

6.2 MopanbHO-3TUYECKHE MEPBI 3aLUTHI

K MopanbHO-3THYECKMM MepaM OTHOCSTCS HOPMBI NOBEIEHUS, KOTOpPbIE TPaTUIIOHHO
CIIOKWJIUCh WJIM CKJIAIBIBAIOTCSA MO Mepe pacmpocTtpaneHus OBM B crpaHe uinu oOImiecTse.
OTH HOpMBI OOJbIIEH YacThI0 HE SBISAIOTCA O00s3aTEIbHBIMH, KaK 3aKOHOJATENBHO
YTBEPKJACHHbIE HOPMAaTUBHbIE aKThl, OJHAKO, UX HECOOI0JeHNE BEAEeT OOBIYHO K TMaJeHHUIO
aBTOpHUTETa, MPECTHXKa YEIOBEKa, TPYIIBI JIUI[ WIM OpraHu3anud. MopaabHO-3THYECKHE
HOpPMBI OBIBAIOT KakK HeMUCcaHble (HampuMep, OOIIENPU3HAHHBIE HOPMBI YECTHOCTH,
NaTpuoTU3Ma M T.I.), TAK M MHCaHbIE, TO €CTh O(GOPMIICHHBIE B HEKOTOPBIA CBOJ (YCTaB)
MIPaBUJI WM MIPEANCAHUH.

MopallbHO-3THYECKHE MEphl 3allUThl SABISIOTCS NPOPUIAKTHYECKUMH U TPeOyIoT
MOCTOSIHHOM pPa0OTHl MO CO3JaHHIO 3J0POBOIO MOPAJIBHOTO KIMMaTa B KOJIJIEKTUBAX
noapasneneHuii.  MopallbHO-3THYECKHME  MEpbl  3aIIUThl  CHIDKAIOT  BEPOSITHOCTH
BO3HHUKHOBEHHS HETaTUBHBIX JIEHCTBHUM CBSI3aHHBIX C YEJIOBEYECKUM (aKTOPOM.

6.3 OpranuzanmoHHbIe (aIMUHUCTPATUBHBIE) MEPHI 3aITUTHI

OpranuzanyvoHHble (aIMUHUCTPATUBHBIE) MEPHI 3aIUTHI - 3TO MEPhl OPraHU3aALMOHHOTO
XapakTepa, perijameHtupytomue mnporeccel QynkumonupoBanus MCII/IH, ucnonb3oBaHue
pecypcoB MCII/IH, nesTenbHOCTh OOCIY)KHBAIOIIETO TIEpCOHAIa, a TakkKe TOPsI0K
B3anMojeiicTBus monb3oBareneit ¢ UCII/IH Takum o6pa3om, yToObI B HAUOOIBIIEH CTEIIEHU
3aTPYJHUTh MW UCKIIOYUTH BO3MOXHOCTH PeajM3alliy yrpo3 0e30MacHOCTH WU CHU3UTh
pa3Mep NoTepb B CIydae UX peaanu3aluu.

['maBHass u©enb  aIMUHUCTPATUBHBIX  Mep, MPEeANPUHUMAEMbIX Ha  BbICIIEM
YIpaBJIEHYECKOM YPOBHE - cpOpPMUPOBATH MOJUTHKY UHPOpMaLMOHHOH Ge3onacHocTH [1/1H
(OTpakarolyr MOIXO/bI K 3aluTe UHGOPMAITMN) U O00CCIICYNTh €€ BBITIOJHECHUE, BBIICISS
HE00XO0/IUMBIE PECYPCHI M KOHTPOJIHUPYS COCTOSTHHE JIedl.

Peanuzamus monutuku uHbopmarmonHoi 6e3onacHoctr [1/1n B UCIIIH cocTosT 13 Mep
aQIMUHHCTPATHBHOTO YPOBHS ¥  OPTraHU3AIMOHHBIX  (TPOIEAYPHBIX) Mep  3aIlUThHI
uHpopmanuu.

K agmMuHUCTpaTUBHOMY YPOBHIO OTHOCSITCS pEUIEHUSI PYKOBOJCTBA, 3aTparuBarollue
nestensHocTh UCII/IH B memom. [IpuMepoM Takux pemieHnii MOryT OBbITh:

- TpUHATHE pemieHus 0 (OPMUPOBAHUM WIIM TEPECMOTPE KOMIUIEKCHOW MPOTpamMMBbl
obecnieuenus 6ezonacHoctH [1JIH, onpeneneHe OTBETCTBEHHBIX 3a €€ Peau3alltio;

- (hopMmynupoBaHHeE IIeNIel, MOCTAHOBKA 3aJ1a4, OMPE/ICIICHUE HAMPABICHUH AeITeIbHOCTH
B oOnactu 6e3omacHocT I1/1H;

- TIPUHATHE PEUICHUI M0 BOMpPOCaM peallu3aliH MPOrpaMMbl OE€30MMaCHOCTH, KOTOPBIC
paccmatpuBaroTca Ha ypoBHe OMCY B 1ienom;

- obecrieueHe HOPMATUBHOH (TIPaBOBOI) Oa3bl BOMPOCOB 0€30MACHOCTH U T.I1.



[TonuTrka BEpXHETO YpPOBHS JOJDKHA YETKO OYEPTUTH CHEpPy BIHUSHHUS M OTPAHUYCHHS
npu  omnpeneneHun 1eneid  OezomacHoctu  II/lH, ompegenuth KakuMH — pecypcamu
(MaTepualbHbIe, TIEPCOHAN) OHU OYAYT JOCTHTHYTHI U HAUTH Pa3yMHBIA KOMIIPOMHCC MEXTY
MpUEMJIEMBIM YPOBHEM Oe30macHOCTH B GpyHKIIMoHabHOCThIO CII/H.

Ha oprannzanroHHOM ypOBHE ONpEAEIAIOTCA IPOLEAYPHI U IPaBUila JOCTUKEHUS LieTIeH
U pelreHus 3a1a4 nHpopMarnonHon 6e3onacHoctu [1J{H. DT npaBuiia onpeaensior:

- KakoBa 00JIacTh MPUMEHEHUS MONUTUKU Oe3onacHoctu [1/1H;

- KakoBbl POJM M OOS3aHHOCTH JOJKHOCTHBIX JIMI, OTBEYAIOUIME 3a IpPOBEICHUE
nonutuku 6e3omacHocTu [1/1H, a Tak e UX YCTAaHOBUTH OTBETCTBEHHOCTS;

- KTO UMeeT npasa goctyna k [1]1H;

- KAKUMHU MEpaMH U CpeJcTBaMu obecrieunBaercs 3amura [1/1H;

- KAaKUMHU MEpaMHU U CPECTBAMU 00ECIIeUNBAETCS KOHTPOJb 32 COOJII0/IEHHEM BBEJCHHOTO
pexxuma 0e30MmacHOCTH.

Opranu3alOHHbIE MEPBI JOJKHBI:

- TpeaycMaTpwBaTh PETIAMEHT WH()OPMAIMOHHBIX OTHOIICHHM, HWCKIIOYAIOIINX
BO3MO>KHOCTh HECAHKIIHOHUPOBAHHBIX JEHCTBHI B OTHOIIEHUH OOBEKTOB 3alIUThI;

- ONpENEeNsATh KOAJIMIIMOHHBIE U MEPAPXUUYECKUE MPUHLUIBI U METOJbl pa3rpaHUYCHUS
noctyna k [1J1H;

- OMNpeAeNsTh MOPAJOK PabOTBHl C MPOrPaMMHO-MATEMATUYCCKUMU U TEXHHYECKUMU
(ammapaTHble) CpeICTBAMHU 3AIUTHI U KPUITO3AIIUTHI U APYTUX 3AIIUTHBIX MEXaHU3MOB;

- opranuzoBatb Mepbl npotuBoxaeiictBus HCJ] monb3oBaTens MM Ha  dTamnax
ayTeHTU(UKAIUK, aBTOpU3AINH, UIEHTUPUKALMK, 00eCIeUNBAIOIINX TApaHTHH peaTn3aluu
MPaB U OTBETCTBEHHOCTH CYObEKTOB WH()OPMAIIMOHHBIX OTHOIIIECHUIA.

B opranuszannoHHbIe MEpbI TOKHBI COCTOSATh U3:

- pernamenTa noctyna B nomemenust UCI/Ix;

- IOPSIAOK JOMYCKa COTPYIHUKOB K Mcnoiib3oBanuto pecypcoB UCIIIn OMCY;

- perinaMeHTa NpOIECCOB BeAEHUS 0a3 JaHHBIX M OCYLIECTBICHHMS MOAU(DUKALNU
WH()OPMAIMOHHBIX PECYPCOB;

- peryiaMeHTa IpOIECCOB OOCITYKUBAHUSI M OCYIIECTBICHHUSI MOIU(PUKAIIUN allllapaTHBIX U
nporpamMmubix pecypcoB UCII/IH;

- uHcTtpykuuii nons3oBarenedt MCIIIn (agmunuctparopa MCII/IH, anMuHucTparopa
6e3onacHocTH, oneparopa UCIT/IH);

- HTHCTPYKIIMSI TI0JIb30BATEsl PY BO3HUKHOBEHUH BHEIITATHBIX CUTYALIUM.

6.4 ®usnueckne Mepbl 3aUThI

®uznyeckue Mepsl 3allUTHl OCHOBAHbI HA NMPUMEHEHHM DPA3HOTO POAa MEXAHUUYECKUX,
JMEKTPO- WM JJIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U  COOPYKEHHUH, cIeluaIbHO
NpeIHA3HAYCHHBIX I CO3MaHHUS (PU3MYECKUX TMPEMSATCTBHA HA BO3MOXHBIX MYTAX
MPOHUKHOBEHUSI M JOCTyNa MOTEHLUUAJIbHBIX HapyHIUTeNeld K KOMIIOHEHTaM CHUCTEMBI U
3alUIaeMol HHPOPMAIIUH, a TAK)Ke TEXHUUYECKUX CPEJICTB BU3YaJIbHOIO HAOIIOIEHUS, CBA3H
Y OXPaHHOU CUTHAJIU3AIUH.

dusnueckass 3aImuTa 3/1aHUM, MOMEUICHWH, OOBEKTOB U CpPEACTB HH(POpPMATHU3ALUU
JOJKHA OCYIIECTBJISATHCS MYT€M YCTAaHOBJIEHUS COOTBETCTBYIOIIMX IIOCTOB OXpaHBI, C
NOMOIIBI0  TEXHHYECKUX CPEACTB OXPaHbl WM JIOOBIMH  JIPYTUMH  CHOCOOaMH,
NPEeIOTBPALIAIONIMMHU WM CYHIECTBEHHO 3aTPYAHSIOUIMMH TMPOHUKHOBEHHE B 3aHUE,
MIOMEIIEHUS! TIOCTOPOHHUX JIMI, XWIIEHHE WH(POPMALMOHHBIX HOCUTEJNEH, CaMHX CpPEICTB
nH(pOpMaTU3aKK, UCKITIOYAOIIUMH HAXO0XKJIECHUE BHYTPH KOHTPOJUPYEMOU (OXpaHseMOH)
30HBI TEXHUYECKUX CPEJCTB Pa3BEIIKH.

6.5 AnnapaTHo-nporpaMMHbIe cpeicTBa 3amuThl [1/1H

TexHuueckue (anmmapaTHO-IPOrpaMMHBIE) MEPHI 3aIIUThl OCHOBAHBI HA WCIOJIb30BAHUU
pa3IMYHBIX DJIEKTPOHHBIX YCTPONCTB M CHEIHUAIbHBIX MpPOTpamMM, BXOJAIIMX B COCTaB
NCIIJIH 1 BBINOJNHAIOLMX (CaMOCTOSITENIBHO WJIM B KOMIUIEKCE C APYTMMM CpEACTBAMH)
byHKIMKA 3amuThl (MACHTH(UKAIMIO W ayTeHTHU(PUKAIMIO TI0JIb30BaTeNICH, pa3rpaHUYCHHE



JIOCTYTIA K pecypcam, perucTpaliio COOBITHH, KpUITOTpapuuecKoe 3aKphITHE HHPOPMALIUN 1
T.1.).

C yderom Bcex TpeOoBaHMM U pUHIKIIOB oOecnieuenus 6ezonacHocty [1JIn B UCIT/x o
BCEM HAIpaBJICHUSAM 3alllUThl B COCTAB CHCTEMbI 3alIUThl JOJKHBI OBITH BKIFOYEHBI
CIIEYIOIINE CPECTBA!

- cpeactBa wuACHTHUKANWK (OMO3HABaHMUsI) W ayTeHTU(HUKaUKU (TIOATBEPKIACHUS
noasiuHHOCTH ) nosib3oBatenen UCIIx;

- CpeACTBa pa3rpaHUYCHMs] JOCTyMa 3aperUCTPUPOBAHHBIX MOJIB30BATENECH CUCTEMBI K
pecypcam UCITJn OMCY;

- cpeacTBa obecreyeHus] U KOHTPOJIS IETOCTHOCTH MPOrPaMMHBIX U MH(POPMAIIMOHHBIX
pecypcos;

- CpE/ICTBA OMEPATUBHOTO KOHTPOJIS U PErUCTPALIN COOBITHI 0€30MacHOCTH;

- KpunTorpapudeckue cpeacTa 3amuTsl [J1H.

VYcnemHoe nNpuMEHEHHE TEXHUYECKHUX CPEACTB 3allUThl HAa OCHOBAaHWUHU IPUHIUIIOB
(pa3men 5) mpenmosaraeT, YTO BHIIOJIHEHUE MEPEUUCICHHBIX HIDKE TpeOoBaHM 00ecrieueHo
OpraHU3aIMOHHBIMHU (aIMMHHUCTPATUBHBIMU) MEpaMH U HCHOJIb3YEeMbIMU (PU3NYECKUMU
CPEICTBAaMU 3aLIUTHI:

- obecrnieyeHa ¢pu3nvecKas 1ea0cTHOCTh Bcex kommoneHT UCTIH;

- KaxOplii coTpyaHuk (mosb3oBarens MCII[H) unm rpynna mnonb3oBaTenedl MMEeT
VHHUKAJIbHOE CHUCTEMHOE MM M MHHHMMAJIbHO HEOOXOAMMBIE JIsS BBIIIOJHEHUS UM CBOHMX
(GYyHKIMOHATIBHBIX 0053aHHOCTEH MOJHOMOYUS 110 IOCTYITY K pecypcaM CUCTEMBI;

- 8 UCIT[IH OMCY pa3paboTka W OTJIaJIka MPOrpaMM OCYIIECTBIISIETCS 3a TMpeaernamMmu
WCII/H, HA UcOBITATEIBHBIX CTCHAAX;

- BC€ U3MCHEHHUs KOH(DHUTypaluu TEXHHYECKMX H mnporpaMMmHbiX cpenacts WCIIOa
MPOU3BOJISITCS. CTPOTO YCTAHOBJIICHHBIM MOPSAKOM (PETHMCTPUPYIOTCS U KOHTPOIUPYIOTCS)
TOJIBKO Ha OCHOBAaHUHM pacnopskeHui pykoBoactea OMCY;

- cereBoe 00OpynoBaHHE (KOHIIEHTPATOPHI, KOMMYTATOPBI, MapUIpPyTU3aTOphl U T.II.)
pacrionaraeTcsi B MeCTaX, HEJOCTYMHBIX JUIsi MOCTOPOHHHUX (CHEHUATbHBIX MOMEIIECHUSIX,
mkadax, u T.I1.).

- cnenpasmmctaMmu  OMCY  ocymiecTBISE€TCS ~ HENPEPHIBHOE  YIPaBICHHE U
aIMHUHHUCTPATUBHAS MOJICPKKA PYHKITHOHUPOBAHUS CPEJICTB 3AIUTHI.

7. Kontpons a¢pextuBHocT cuctemsl 3amuTsl UCITn OMCY

Kontpons sdpdexruBHocTr C3II/IH 10KeH OCYIIECTBISAETCS HA IEPUOANIECKON OCHOBE.
Ilenpto KOHTpONS 3(PPEKTUBHOCTH SBISAETCS CBOEBPEMEHHOE BBISIBICHHE HEHAUIEKALINX
pexxumoB pabotsl C3IIJIH (OTKIIOUEHHE CPENCTB 3aIIMTHI, HAPYLIICHHE PEKUMOB 3alllUTHI,
HECAHKIIMOHMPOBAHHOE H3MEHEHHE pEeXHMMa 3alllUThl M T.I.), @ TaK I[POrHO3UPOBAHHUE U
IPEBEHTHBHOE pearnpoBaHKe Ha HOBbIE yrpo3bl Oe3onacHocTH [1/1H.

KoHTposib MOXET TpOBOAUTHCS Kak aamMuHucTpaTopamu Oe3onmacHoctrn  MCIIIa
(onepaTHBHBII KOHTPOJIb B Iporecce nHpopmaronHoro B3aumoaeiicteust B UCIIIx), Tak u
IPUBJIEKAEMbIMU U1 3TOH 1€ KOMIETEHTHBIMU OpraHU3alusIMy, UMEIOLUIMMHU JIMLEH3UI0 Ha
stor BuA JAestenbHOocTH, a Takke DPCTOK Poccum m ®Cbhb Poccum B mpenenax ux
KOMIIETEHIIHH.

KoHTponmb MOKET OCYIIECTBISATHCS AAMUHUCTPATOPOM OE€30MAaCHOCTH KaK C MOMOILBIO
IITaTHBIX CPEACTB CHCTeMBbI 3amuThl [1JH, Tak ¥ ¢ MOMOLIBIO CHENHATbHBIX TPOrPaMMHBIX
CPEICTB KOHTPOJIS.

Onenka 3¢ dexrrBHOCTH Mep 3amuThl [1/IH mpoBOAUTCS € UCTIOIB30BAaHUEM TEXHUUYECKUX
U IPOrPaMMHBIX CpPEICTB KOHTPOJII Ha IMPEAMET COOTBETCTBHSl  yCTAHOBJIEHHBIM
TpEOOBAHUSIM.



8. Cdeppl oTBEeTCTBEHHOCTH 32 Oe3omacHocTh [1/1H

OTBeTCTBEHHBIM 3a pa3padOTKy Mep W KOHTPOJb Haja obecredeHrueM Oe30MacHOCTH
MEePCOHAJIbHBIX  JaHHBIX  sBIgEeTCS  pykoBoauTenb OMCY. PykoBoguTenb  MOXKET
JIEJIETUPOBATH YaCTh TTOJTHOMOYH 10 00ECTICUeHUI0 OE30MTaCHOCTH IMEPCOHATBHBIX JTaHHBIX.

Cdepa OTBETCTBEHHOCTH pPYKOBOJIUTENSI  BKIIOYACT  CIEAYIOLIUME  HaIMpaBlICHUS
obecrieuenus 6e3omacuoctu I1/1H:

- [ImanupoBanue u peanu3zaius Mep 1o odecnedeHuto 6ezomnacuoctu [1/1H;

- Ananmu3 yrpo3 6ezonacHoctu [1/1H;

- Pa3pabGoTKy, BHeIpeHHE, KOHTPOJb HCIOJIHEHHUS] M TMOAJAEpPKaHHE B aKTyaJlbHOM
COCTOSIHUM TOJUTUK, PYKOBOJCTB, KOHIIENIUH, MPOLEAYp, PETIaMEHTOB, WHCTPYKIUN U
JPYTUX OPraHU3aIMOHHBIX JOKYMEHTOB 0 00ecTeueHuI0 Oe30MacHOCTH;

- KonTpons 3amumennoctu UT undpactpykrypst Komnanuu ot yrpo3z Ub nyrewm;

- O6yuenne u unHGOopMHupoBaHue mnoib3oBateneir UCII/IH, o mopsnke pabotel ¢ 1/l u
CPEJICTBAaMU 3aLIUTHI;

- IlpemoTBpaiieHue, BBIABIEHHE, pearupoBaHHEe U pacclefoBaHUE HapylIeHUH
oe3onacHocTu T1]1H.

9. Mopenp HapymmTelss 0€301MacHOCTH

ITon wapymmTenem B OMCY noHumaercs JIMIIO, KOTOPOE B PE3YJIbTAaTe€ YMBIIUICHHBIX
WJIH HEYMBITINICHHBIX JCHCTBUI MOKET HAHECTH yIIepd 00bEeKTaM 3alUTHI.

Hapymmurenun mnoapazgenstorcss mo mnpusHaky npuHamiexkHoctd k HWCIIIn. Bcee
HapYILIUTEIHN JENATCS Ha IBE TPYIIIbI:

- BHEIIHUE HapymuTenu - (U3MYecKue JIMla, HEe HUMEIoNIMe MpaBa MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOIMPYEMOUM 30HBI, B TMpeaerax KOTOpOW pa3Memiaercs o00pyaoBaHUE
NCITH;

- BHYTpPEHHHE HApyIIUTENNd - (U3NUYECKUE JIMIA, UMEIOIINE MpaBO MpeObIBaHUS Ha
TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B IMpejaerax KOTOpo pasMmeniaerca o0OpyAoBaHUE
UCII .

Knaccudukanmss HapymmTened mnpenacraBieHa B Mogenun  yrpo3  0€30MacHOCTH
NEePCOHANIbHBIX NaHHbIX Kaxaou UCIIIH.

10. Mogens yrpo3 6e3omnacHoCTH

Hna HUCIAa OMCY  BblIEnsOTCA  CIEIYIOLUME OCHOBHBIE KAaTerOpHH  yrpo3
0€30MacHOCTH NMEePCOHATIbHBIX TAHHBIX:

1) Yrpo3sl OT yTeUKkH 110 TEXHUYECKUM KaHaJIaM.

2) Yrpo3sl HECAaHKITMOHUPOBAHHOTO JIOCTYTa K HH(OPMAIUH:

- VYrpo3sl YHUUTOXKEHMs, XuuieHus anmapaTHelx cpencts HWCII[IH Hocutenei
nHpopmaruu mytem ¢puzndeckoro gocryna k anemeHTam UCIIJH.

- VYrpo3bl XWIIEHHs, HECAaHKUMOHWPOBAHHOM MOAW(UKAUN WIH OJOKUPOBAHUS
uHpopmanuu 3a cyer HecaHkuumoHupoBanHoro goctyna (HCJ) ¢ mnpumeHennem
IPOrpaMMHO-AINIapaTHBIX W TNPOTrpaMMHBIX CPEICTB (B TOM 4HCIE NPOrpaMMHO-
MaTeMaTUYECKUX BO3JICHCTBHIN).

- Yrpo3sl He NpeJHaMEpPEeHHBIX JEHCTBHI MOJb30BaTeNed M HapylleHUH 0e30macHOCTH
dbyakuuonupoBanus MCII[In u C3II[IH B ee cocraBe u3-3a COOEB B MPOrPaMMHOM
o0ecreyeHn , a TakXkKe OT YTpo3 HEaHTPOIIOTeHHOTo (cO0eB anmaparypbl U3-3a HEHaIe)KHOCTH
3JIEMEHTOB, COOEB DJICKTPOINUTAHUS) U CTUXUUHOTO (YyIapOB MOJIHHUH, MMOXKApPOB, HABOTHEHU
U T.I1.) XapakTepa.

- YTpo3sl IpeTHAMEPEHHBIX AEHCTBUI BHYTPEHHUX HAPYIIUTEIICH.

- YIrpo3bl HECAHKIITMOHUPOBAHHOT'O JI0CTYIIA IO KaHaJlaM CBSI3H.

Onucanne yrpo3, BEpOSTHOCTh HX pealu3allui, OMNacHOCTh M  aKTyaJbHOCTh
npescTaBieHbl B Mojienu yrpo3 6€301acHOCTH MepCOHANbHBIX JaHHBIX Kaxkaoi MCIT/IH.



11. Mexanusm peanmmzanmu Konnenuu

Peanu3zanus KoHnenuu momKHa OCYIIECTBISATHCS HA OCHOBE MEPCIEKTUBHBIX MPOTPAMM
U TUIaHOB, KOTOPHIE COCTABJISIFOTCS] HA OCHOBAHUHU U BO HUCIIOJIHEHUE:!

- (bemepalbHBIX 3aKOHOB B oOyacTH oOecrieueHHss WHPOPMALMOHHON O€30MacHOCTH U
3aIUTHl HTHPOPMAIIHH;

- nmoctaHoBJieHni [IpaBurensctBa Poccuiickoit @enepanuu;

- PYKOBOJAIIUX, OPTaHMW3AlIMOHHO-PACTIOPSIUTEIBHBIX U METOJIUYECKUX JTOKYMEHTOB
®CT3K Poccuu;

- nmotpedbHocteit MUCII/IH B cpencTBax obecnieueHus: 6€30macHOCTH HH(POPMAIIUH.

12. Oxunaemsrii 3pdekt ot peanuzanuu Konnenun

Peammzanmsa Konnenuun 6e3onacuoctu [1J1a 8 UCII/IH mo3BoauT:

- omeHuTh cocrosiHue Oe3onmacHoctu uH(popmaruu WCII/IH, BBIABUTH HCTOYHUKH
BHYTPEHHUX U BHEUTHUX yIrpo3 HHPOPMAIIMOHHOM 0€301aCHOCTH, ONPEIEIUTh IPUOPUTETHHIE
HaIpaBJIEHUs MPEAOTBPAIECHUS, OTPAXKEHUS U HEUTpaIU3aLUU ITUX YIPO3;

- pa3paboTaTh  pacHoOpsSAUTENbHbIE M  HOPMATHUBHO-METOJUYECKHE JOKYMEHTHI
npuMmennurtenbHo K UCIT/IH;

- mpoBecTH Kiaccudukanuio u ceprudukanuio UCII/IH;

- MPOBECTH OPTaHU3AIMOHHO-PEKUMHBIC U TEXHUUECKUE MEPOIPHITHS 10 00ECIICUSHUIO
oesomacuoctu I1/1a B UCITdH;

- 00ecreunTh HEOOXOAMMBIN YPOBEHD 0€30MaCHOCTH OOBHEKTOB 3AIIHTHI.

OcymiecTBICHHE JTHUX MEPONPHUATHNA OOECHEYUT CO3JaHHE E€IUHOM, IIEJIOCTHOW |
CKOOpAMHHUPOBAHHOU crucTeMbl nHpopMmanronHoi 6e3onacHoctu MCII/IH u co3macTt ycnoBust
JUIS €€ TaJbHENIIEro COBEPIICHCTBOBAHUS.



